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Executive Summary 
Architect Partners first published Blockchain for the Enterprise – Architect Partners in April 2024. 
This analysis revisits the landscape after a period of significant market filtering and understanding 
conditions for success.  Most early enterprise blockchain projects failed because they were 
technology projects and, despite best intentions, were not optimally designed for overall success.  
These projects did provide insight into success criteria. Those learnings focused the next phase of 
applications on clearly defined solutions leveraging the benefits of blockchain technology that, 
importantly, didn’t define the solution as a “blockchain project”, rather the distributed ledger became 
an implementation detail versus being a “marketing feature”. Successful implementations became a 
compliance solution, a logistics solution, or a workflow automation layer that solved a specific, 
quantifiable enterprise problem. Solution orientation in specific use cases where blockchain 
technologies are valuable separates the quiet winners from the graveyard. 

Successful solutions generally fall within two structural profiles:  

Profile 1 are solutions that generate ROI for a single enterprise without requiring external 
coordination, such as document integrity, identity credentialing, and chain of custody.  

Profile 2 solutions require multi-party coordination; a significant adoption hurdle that has derailed 
many projects such as supply chain, smart contract procurement, asset lifecycle management, and 
verified ESG reporting. 

The conclusion is that enterprise blockchain is a narrow, well-defined set of high impact applications 
that are now taking root, and where success criteria can be precisely specified. 
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I.  When Is Blockchain the Right Answer? 
Enterprise blockchain has structural use conditions that most early pilot projects undervalued. Blockchain 
is not a general-purpose database improvement. It is the architecturally correct solution to a specific class 
of problems:  

●​ Where multiple independent parties must share a version of truth, where no single party can be 
trusted or commercially permitted to own the record, and where the cost of reconciliation across 
those parties is measurable and significant.   

●​ Where provenance, identity, and chain of custody are critical 

Where those conditions are absent, use case optimized databases are faster, cheaper, easier to maintain, 
and simpler. In the early stages of experimentation, defined for this document, from 2018-2023, an 
analysis of IDC’s blockchain spending suggests that enterprise spending was likely between $15-20 
billion.  Many of these projects generated no durable business value and were deployed with solutions that 
did not meet these conditions. IBM and Maersk’s joint venture TradeLens failed not because Hyperledger 
Fabric was technically inadequate, but because Maersk's competitors had rational incentives not to share 
data on infrastructure a direct rival co-owned.  B3i, backed by fifteen major insurers including Allianz, 
Swiss Re, and Munich Re, shut down in 2022 after five years of development, not because the technology 
failed, but because insurers outside the founding consortium had no compelling reason to join a network 
whose governance and commercial terms remained controlled by their direct competitors. 

Four structural conditions define the scenarios where blockchain is demonstrably superior to the 
alternatives. A fifth, the coordination prerequisite applies specifically to multi-party applications and is 
addressed separately below: 

1.​ Multi-party ecosystem without a trusted intermediary.  Multiple independent organizations must 
create or update records, and no single entity is commercially acceptable as the sole record 
keeper. 

2.​ Immutability as a compliance requirement.  The use case requires proof that records cannot be 
altered, not merely that they have not been.  A guarantee no centralized database can provide by 
design. Centralized tamper-evident substitutes (WORM storage, RFC3161 timestamping, hardened 
audit logs) reduce risk but cannot replicate shared neutrality and multi-party 
write-to-the-blockchain authority without reintroducing a trusted operator. 

3.​ Programmatic execution on verified cross-party events.  Conditional obligations should execute 
automatically when verifiable conditions are met across organizational boundaries, without manual 
reconciliation. 

4.​ Governance neutrality.  No single commercial participant can control the protocol, the data, or the 
upgrade path.  The exception to this is internal only solutions. 

A fifth condition applies specifically to multi-party applications: Buy-in from all relevant parties to the 
requirements of the multi-party solution is the critical success factor.  The coordination problem must be 
solved.  Successful implementations have solved this issue through regulatory mandate, workflow 
authority and agreement, or by embedding into platforms that already coordinate the relevant parties.  
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II.  Value Profiles 
Enterprise blockchain applications that have achieved production scale fall into two structurally distinct 
profiles. The distinction matters because the failure modes, adoption dynamics, and competitive moats 
differ fundamentally between them. 

 

Profile 1: Single-Enterprise Solutions — Internal ROI 
One organization deploys the solution, pays for it, and captures the full ROI without requiring 
external parties to participate. The relevant blockchain properties are immutability, cryptographic 
verifiability, and tamper-evident audit trails. Sales is a straightforward and well-known enterprise 
sales model because the value maps directly to a measurable internal cost or compliance obligation.  
Examples include: 

•​ Document integrity and compliance audit trails: cryptographic proof of document existence and 
non-alteration, replacing manual notarization in regulated workflows. 

•​ Security, identity, and credentialing: verifiable credentials eliminate repeated KYC and onboarding 
verification across organizational boundaries. 

•​ Internal chain of custody and evidence management: forensically defensible, append-only 
records for legal, law enforcement, and healthcare compliance. 

 

Profile 2: Ecosystem Coordination 
Multiple independent organizations must participate for the solution to generate value. The relevant 
blockchain technology stack is the shared, neutral system of record. These solutions have solved 
the coordination problem in one of three ways: 

•​ Regulatory mandate: participation is legally required or economically unavoidable (DSCSA, ESPR, 
CSRD), which resolves the coordination problem by external compulsion. 

•​ Workflow authority: the solution controls the system of record that all parties must interact with 
regardless of preference, creating defensible network density. 

•​ Embedded in existing orchestrators: layering into Coupa, Veeva, ServiceNow, or E2open inherits a 
coordination network the incumbent platform already established. 

 
Profile 1 solutions have a simpler adoption path, more predictable revenue, and a broader set of potential 
integration partners. Profile 2 solutions carry deeper competitive moats and switching costs, but only after 
the coordination problem has been genuinely solved.  
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III.  Categories Where Blockchain Is a Valuable Platform 
The table below consolidates applications where blockchain technologies provide better solutions into 
eight categories. Profile 1 rows (green) deliver value to a single enterprise without external coordination 
requirements. Profile 2 rows (blue) have cleared the multi-party coordination bar.  

 
Application 
Category 

Profile Why Blockchain Wins Structural Gap in 
Incumbent SaaS 

Regulatory / Adoption 
Driver 

Document 
Integrity & 
Compliance Audit 
Trails 

1 — Internal Cryptographic proof of 
document existence and 
non-alteration; 
immutability is 
architectural, not a 
feature bolted onto a 
database 

Database audit logs are 
modifiable by 
administrators; 
notarization is manual, 
costly, and provides no 
cryptographic guarantee 

Expanding mandates for 
tamper-evident records 
across legal, financial 
services, and life 
sciences workflows 

Security, Identity 
& Access 
Credentialing 

1 — Internal W3C Verifiable 
Credentials issued once, 
presented to any 
counterparty; eliminates 
redundant KYC and 
onboarding verification 

Centralized IAM fails at 
organizational 
boundaries; every new 
partner triggers full 
re-verification with no 
portable trust layer 

W3C VC standard 
adopted by Microsoft 
Entra and Workday; 
SSI/VC infrastructure 
gained enterprise 
validation through major 
platform adoption and 
category consolidation, 
including Evernym 

Internal Chain of 
Custody & 
Evidence 
Management 

1 — Internal Append-only ledger 
provides forensically 
defensible custody 
records; no administrator 
can alter the log 
retroactively 

Conventional audit logs 
are legally defensible 
only until an admin 
modifies them — a 
weaker claim than 
architectural immutability 

Legal, law enforcement, 
and healthcare 
compliance requirements 
for tamper-evident digital 
evidence and records 
management 

Supply Chain 
Provenance & 
Track-and-Trace 

2 — Multi-Party Shared ledger across 
tiers eliminates bilateral 
reconciliation; trace 
queries compress from 
days to seconds across 
the full supply network 

Each participant's system 
is a data silo; no 
authoritative shared 
record exists across tiers; 
tier-2/3 supplier visibility 
is essentially nonexistent 

ESPR Digital Product 
Passport phased rollout 
underway (entered into 
force 18 July 2024; 
sector mandates 
2026-2027+); 
Walmart/IBM reduced 
trace time from 7 days to 
2.2 seconds 

Smart Contract 
Procurement 
Automation 

2 — Multi-Party Contract conditions 
execute automatically on 
verified cross-party 
events (IoT delivery, 
inspection sign-off); 
removes manual 
inter-enterprise 
reconciliation 

Procurement SaaS 
automates within a single 
org; cross-party contract 
execution requires 
bilateral reconciliation 
with no shared execution 
layer 

Published case studies 
report directional 
efficiency gains of 
20-30% in supply chain 
costs and up to 85% in 
documentation 
processing time; 
individual results vary 
significantly by 
deployment scope 
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Application 
Category 

Profile Why Blockchain Wins Structural Gap in 
Incumbent SaaS 

Regulatory / Adoption 
Driver 

Cold Chain & IoT 
Compliance 
Logging 

2 — Multi-Party IoT events written to a 
shared, tamper-proof 
ledger readable by all 
authorized parties; 
liability disputes resolved 
by evidence, not 
negotiation 

Sensor data flows into 
centralized platforms 
each party must 
independently trust; 
disputes require 
reconciling competing 
system records 

FDA DSCSA 
pharmaceutical 
traceability (requirements 
in effect; FDA 
stabilization windows 
extending staged 
enforcement into 
2025-2026 for some 
parties); Swiss 
Post/Modum production 
deployment on SAP 
infrastructure 

Asset & Product 
Lifecycle 
Passports 

2 — Multi-Party Verifiable on-chain asset 
history travels with the 
asset across owners, 
operators, and insurers; 
no single party controls 
or can alter the record 

Service records live in 
OEM silos; buyers and 
insurers cannot access 
or verify history; 
information asymmetry 
inflates transaction and 
insurance costs 

ESPR Digital Product 
Passport phased rollout 
(in force 18 July 2024; 
manufacturing sector 
mandates from 
2026-2027+); AURA 
Consortium deployment 
across LVMH, Cartier, 
Prada — reported 
operational 
improvements in service 
and repair authorization 
outcomes 

Verified ESG & 
Scope 3 
Emissions 
Reporting 

2 — Multi-Party Suppliers write 
cryptographically signed 
emissions data to a 
shared ledger; 
downstream enterprises 
aggregate with genuine, 
independently auditable 
confidence 

Self-attestation surveys 
aggregated into central 
platforms cannot provide 
the multi-party, 
data-entry-level 
verification that emerging 
assurance standards 
require; blockchain is 
architecturally 
advantaged — not 
uniquely mandated — as 
a scalable verification 
layer 

EU CSRD Scope 3 
third-party assurance live 
for first-wave in-scope 
companies (FY2024 
reporting); assurance 
scope expands through 
2025-2028; U.S. drivers 
are CSRD extraterritorial 
reach, California SB 
253/261, and customer 
procurement — SEC rule 
stayed 

Sources: Walmart/IBM Food Trust case study; Swiss Post/Modum deployment documentation; AURA Consortium; EU ESPR and 
CSRD regulatory filings; FDA DSCSA enforcement timeline; W3C Verifiable Credentials specification; CDP Global Supply Chain 
Report 2024; Architect Partners analysis. 
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IV.  The Structural Case for Each Category 
The table in Section III maps what each category does and what incumbent architecture fails to provide. 
This section addresses a different question: why the structural gap exists, and why it cannot be bridged by 
improving the incumbent system. In each case the answer is the same, the limitation is not a feature deficit 
but a consequence of an architecture not structurally capable of solving the problem.    

Domain A: Compliance, Document Integrity, and Internal Audit Trails  (Profile 1) 
The legal defensibility of a record depends on the nature of the immutability guarantee, not merely its 
presence. A database audit log asserts that events have not been modified since logging. That assertion is 
only as strong as the access controls protecting the database, which is to say, it can always be 
undermined by a sufficiently privileged administrator. A blockchain-based record asserts something 
structurally stronger: that modification is not possible, which is a substantially stronger guarantee than any 
centralized system can offer under defined trust assumptions. This distinction matters in adversarial 
contexts such as litigation, regulatory audit, insurance disputes, etc,, where the opposing party has both 
the motive and, if records are centralized, the theoretical means to challenge the integrity of the log. 
Distributed ledger architecture does not just eliminate trust assumptions; it makes them explicit. 

The same logic extends to identity credentialing, but the failure mode of the incumbent system is different. 
Centralized Identity & Access Management does not fail because it is insecure, it fails because it is 
organizationally bounded. The verification event that established a counterparty's compliance credentials 
last month is invisible to the next organization that needs to verify the same fact. Each verification is 
locally complete and globally redundant. W3C Verifiable Credentials resolve this by making the credential 
portable: issued once by a trusted authority, cryptographically verifiable by any party without re-engaging 
the issuer. The SSI/VC category has gained enterprise validation through major platform adoption.  For 
example, Microsoft's integration of Entra Verified ID into Azure Active Directory brought portable 
credentials into the mainstream enterprise stack and confirmed commercial viability. The enterprise 
capturing the efficiency gain is the one managing credential issuance: a Profile 1 ROI that requires no 
counterparty to adopt new infrastructure. 

Domain B: Supply Chain Visibility and Provenance  (Profile 2) 
The supply chain visibility problem is not that data does not exist, it is that the data exists in incompatible 
silos, each owned by a party with selective incentives to share it. A supplier's production records are 
accurate; they are simply not accessible to the dependent organization multiple steps up the chain without 
a bilateral data-sharing agreement that the supplier has no particular reason to sign. Blockchain resolves 
this not by compelling data sharing but by changing the economics of the record-keeping decision: when 
a supplier writes to a shared ledger, they are not handing data to a counterparty, they are writing to 
infrastructure they participate in equally. Walmart has been a leader in this area deploying multiple 
successful implementations where previous traceability initiatives failed precisely because it reframed 
data contribution as shared infrastructure participation rather than competitive disclosure. 

Smart contract automation addresses the execution layer problem that sits downstream of visibility. 
Knowing that a shipment was delivered and knowing that the payment obligation has been triggered are 
two different things in the world of bilateral reconciliation. Smart contracts collapse the gap by making 
execution a direct consequence of a verified state, for example when the IoT event is written, the 
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obligation fires. The efficiency gains documented in production deployments (published case studies 
report directional efficiency gains of 20-30% in supply chain costs and up to 85% in documentation 
processing time) derive not from faster processing but from eliminating the reconciliation layer entirely.  
Again, select Walmart implementations have proven the economic advantages of this approach. 

Domain C: Regulated Logistics and Asset Management  (Profile 2) 
Cold chain liability disputes illustrate a general pattern in multi-party IoT applications: the data is accurate, 
but it is owned by the party most advantaged by a particular interpretation of it. Each logistics participant 
writes sensor data to their own platform, which means any dispute about when a breach occurred, and 
therefore who bears the cost, devolves into a negotiation between competing records. A shared ledger 
does not improve the quality of the sensor data; it changes the evidentiary status of the record from 'our 
version of events' to 'the version of events.' That shift, from contested assertion to shared fact, is what 
makes the architecture commercially valuable in regulated logistics contexts. 

Asset lifecycle passports address the information asymmetry that accumulates across an asset's 
ownership history. The problem is not that service records are unavailable; it is that they are fragmented 
across systems that have no mechanism for transfer. When an asset changes hands, the history stays 
behind. The AURA Consortium resolved this for its members, luxury product manufacturers, by making the 
ledger the asset's persistent record; it travels with the physical object rather than residing in any 
organization's system. Published deployment results from the AURA Consortium report meaningful 
operational improvements in service and repair authorization outcomes, a directional signal of what 
verified asset history enables when the authorizing party has access to the full maintenance record rather 
than a self-reported summary. 

Domain D: ESG and Verified Sustainability Reporting  (Profile 2) 
The Scope 3 verification problem is structurally identical to the supply chain provenance problem, with 
one additional complication: the parties whose data is most material to the aggregate figure, as deep-tier 
suppliers have the least direct relationship with the enterprise doing the reporting and the least obvious 
incentive to invest in measurement infrastructure. Self-attestation surveys address this by lowering the 
contribution barrier, but in doing so they also lower the evidentiary standard to the point where regulators 
have concluded the output cannot be independently verified. The CSRD's third-party verification 
requirement is not primarily a technical demand; it is a statement that the current methodology's output 
does not constitute evidence. 

A permissioned shared ledger shifts the locus of verification from the aggregation step, where a platform 
operator collates self-reported figures, to the data entry step, where the measurement provider 
cryptographically signs the emissions record at source. The compliance platform downstream does not 
need to verify the data because the data is self-verifying: the cryptographic signature chain from 
measurement to published figure is transparent and inspectable by any authorized auditor. 
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V.  Regulatory Forcing Functions 
Regulatory mandates are the single most reliable driver of blockchain adoption in enterprise software as 
they convert discretionary technology evaluation into compliance procurement on legislatively defined 
timelines. The mandates currently in force or phased rollout across the application categories in this 
analysis represent the most significant near-term adoption catalyst in the market. ESPR in particular is 
widely understood as a future event; it is already law, already generating delegated acts and sector 
guidelines, and already producing procurement activity in anticipation of the first sector mandates. 

Year / 
Status 

Regulation Requirement Blockchain Relevance 

2023+ 
(phased) 

FDA DSCSA Pharmaceutical serialization and 
traceability — enhanced drug distribution 
security requirements in effect; FDA 
stabilization and exemption windows 
extending staged enforcement into 
2025-2026 for some parties 

Cold chain and provenance ledgers 
replacing paper-based custody chains 
across pharma distribution; enforcement 
maturity expanding as stabilization 
periods close 

FY2024 
(live) 

EU CSRD Third-party assurance on Scope 3 
emissions data required for first-wave 
in-scope companies (those already 
reporting under prior EU non-financial 
reporting regimes); assurance phases 
and scope expand through 2025-2028 

Self-attestation platforms architecturally 
insufficient for the verification standard 
assurance frameworks require; 
blockchain advantaged as a scalable, 
multi-party audit trail at data-entry 

18 Jul 
2024 

EU ESPR Regulation entered into force 18 July 
2024; delegated acts and sector-specific 
guidelines progressing 

Digital Product Passport framework 
established; supply chain provenance 
and asset passport deployments 
accelerating in anticipation of sector 
mandates 

2026+ EU ESPR — Phase 1 Sector-specific Digital Product Passport 
mandates begin: iron/steel, batteries, 
electronics, textiles 

Multi-party provenance and lifecycle 
passport solutions entering mandatory 
procurement windows 

2027+ EU ESPR — Phase 2 Broader product category rollout — 
apparel, furniture, chemicals, and 
additional manufacturing sectors 

Extended compliance wave; verified 
supply chain data and asset passports 
become operational requirements at 
scale 

Stayed / 
Uncertain 

SEC Climate 
Disclosure Rule 

Rule adopted 2024 (Scope 1/2 only; 
Scope 3 was excluded from final rule); 
voluntarily stayed by SEC pending judicial 
review; SEC ended its defense of the rule 
in March 2025 

U.S. forcing function is CSRD 
extraterritorial reach, California SB 
253/261, and customer procurement 
pressure — not SEC mandate. 
Medium-term regulatory trajectory 
unclear 

Sources: EU ESPR Official Journal (Regulation 2024/1781, in force July 2024); EU CSRD (Directive 2022/2464); FDA DSCSA 
enforcement milestones; SEC climate disclosure rule (Release No. 33-11275). Architect Partners analysis. 
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VI.  Conclusion 
Enterprise blockchain has found its footing.  The industry has learned from the projects that could not 
answer the governance question, that misidentified the problem structure, or that required coordination 
their participants had no incentive to provide. What remains is a set of applications where the distributed 
ledger is not a novel feature but an architectural necessity and where immutability is not a marketing claim 
but a legal or commercial requirement. 

The eight application categories in this analysis share one property that distinguishes them from the 
thousands of blockchain pilots that did not survive: each one addresses a structural limitation of its 
incumbent architecture that cannot be resolved by adding capabilities to a centralized system. Document 
integrity without administrator trust. Cross-tier supply chain visibility without a neutral record keeper. 
Scope 3 verification without self-attestation. These are not software problems. They are architecture 
problems, and they have architecture solutions. 

The applications that are creating sustainable value answer these important questions: 

-​ For Profile 1 companies, does the solution solve the key market requirements for immutable data 
integrity, compliance and auditability   

-​ For Profile 2 companies, is it solving the multi-party coordination problems that make the solution 
viable: a regulatory mandate arriving on a defined timeline, a platform with sufficient workflow 
authority to resolve the coordination problem, or a network that has quietly reached the density at 
which its data becomes more valuable than any participant's alternative.  

 
This document is provided for informational purposes only and does not constitute investment advice. Securities transactions are 
effected through Weild & Co., member FINRA/SIPC. 
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